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INTRODUCTION

State secrets doctrine catapulted to prominence post-2001, as the
executive responded to lawsuits alleging a range of constitutional and
human rights violations by refusing to disclose information during
discovery and, in some cases, requesting dismissal of suits altogether
on national security grounds.” More than 120 law review articles fol-
lowed,” and media outlets became outspoken in their criticism of the
privilege.” In both the Senate and the House, new bills sought to co-

! See, e.g., ACLU v. Nat’l Sec. Agency, 493 F.3d 644 (6th Cir. 2007) (applying the
state secrets doctrine as a privilege against discovery of evidence that the plaintiffs’
communications had been intercepted); Mohamed v. Jeppesen Dataplan, Inc., 539 F.
Supp. 2d 1128 (N.D. Cal. 2008) (holding that the state secrets privilege made issues in
the case nonjusticiable and deprived the court of subject matter jurisdiction), rev’d, 563
F.3d 992 (9th Cir. 2009), amended and superseded by 579 F.3d 949 (9th Cir. 2009), reh’g
granted, 586 F.3d 1108 (9th Cir. 2009), aff’d, 614 F.3d 1070 (9th Cir. 2010) (en banc);
Al-Haramain Islamic Found., Inc. v. U.S. Dep’t of Treasury, 585 F. Supp. 2d 1233 (D.
Or. 2008) (applying the privilege to prevent access to the government’s record); Hept-
ing v. AT&T Corp., 439 F. Supp. 2d 974 (N.D. Cal. 2006) (considering but refusing to
apply the state secrets privilege as a disclosure or an absolute bar to action); EI-Masri v.
Tenet, 437 F. Supp. 2d 530 (E.D. Va. 2006), aff’d, 479 F.3d 296 (4th Cir. 2007) (apply-
ing the privilege to bar discovery and dismiss plaintiff’s claims); Arar v. Ashcroft, 414 F.
Supp. 2d 250 (E.D.N.Y. 2006) (discussing the United States’ motion for summary
judgment based on state secrets invocation, which later became moot as those claims
were dismissed on other grounds), vacated, 585 F.2d 559 (2d Cir. 2009) (en banc); Ctr.
for Constitutional Rights v. Bush, No. 06-00313 (S.D.N.Y. filed Jan. 17, 2006) (arguing
that the state secrets privilege interfered with plaintiff’s representation); see also SEN.
PATRICK LEAHY, STATE SECRETS PROTECTION ACT, S. REP. NO. 110-442, at 3 (2008)
(“[Wl]hat is undebatable . . . is that the [state secrets] privilege is currently being in-
voked as grounds for dismissal of entire categories of cases challenging the constitu-
tionality of Government action, and that a strong public perception has emerged that
sees the privilege as a tool for Executive abuse.” (citations omitted)).

A bibliography of secondary sources on state secrets will be posted on the web-
site of Georgetown Law’s Center for National Security and the Law after this Article is
published.

? See, e.g., Robyn Blumner, Injustice Hides Behind Badge of Security, ST. PETERSBURG
TIMES, Feb. 10, 2008, at 5P (discussing the abuse of the state secrets privilege and at-
tempts by Congress to prevent its misuse); Bruce Fein, State Secrets Abuse, WASH. TIMES,
Mar. 13, 2007, at A16 (same); Editorial, Secrets and Rights, N.Y. TIMES, Feb. 2, 2008, at
Al8 (same); Editorial, Secure Lawsuits, WASH. POST, Mar. 6, 2008, at A20 (same); Edi-
torial, What’s a Secret?, WASH. POST, Apr. 11, 2008, at A20 (discussing the excessive de-
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dify what had previously been a common law doctrine." And in Sep-
tember 2009, the Attorney General introduced new procedures for re-
view and created a State Secrets Review Committee.”

Despite the sudden explosion in scholarship and other attention
paid to state secrets, very little is known about how the privilege ac-
tually works. The research serving as a basis for much of the discus-
sion focuses narrowly on published judicial opinions in which the U.S.
government has invoked the privilege and the courts have ruled on it.
Myriad concerns follow.

First and foremost, such analyses reveal very little about how the ex-
ecutive branch actually uses the privilege—who invokes it, under what
circumstances it is invoked, how frequently it has been threatened, and
to what end. Put simply, there is a logical disconnect between looking
at how courts rule in their final, published opinions on state secrets and
drawing conclusions about the executive branch’s practices.”

ference given to state secrets claims); Editorial, Whose Privilege?, N.Y. TIMES, Apr. 18,
2008, at A24 (same); Ben Wizner, Shielded by Secrecy, L.A. TIMES, Feb. 14, 2008, at A25
(same); Justin Florence & Matthew Gerke, State Your Secrets, SLATE (Nov. 14, 2007,
11:32 AM), http://www.slate.com/id/2177962 (same); Henry Lanman, Secret Guarding,
SLATE (May 22, 2006, 3:57 PM), http://www.slate.com/id/2142155 (same).

*In January 2008, Senator Edward Kennedy and twelve cosponsors introduced a
bill “to enact a safe, fair, and responsible state secrets privilege Act.” S. REP. NO. 110-
442, at 1 (2008). In the 111th Congress, House and Senate versions of bills entitled
the “State Secrets Protection Act,” H.R. 984, 111th Cong. (2009), and S. 417, 111th
Cong. (2009), which would limit the use of state secrets to situations in which a signifi-
cant harm to national security was presented, require judicial review of the informa-
tion to be withheld, and demand that the Attorney General report invocation of the
privilege to Congress within thirty days of its assertion.

” See Press Release, Dep’t of Justice, Attorney General Establishes New State Se-
crets Policies and Procedures (Sept. 23, 2009), available at http://www.justice.gov/
opa/pr/2009/September/09-ag-1013.html (providing for “an internal evaluation of
the pending cases in which the privilege has been invoked”).

* For a secondary work drawing conclusions about executive assertion of the state
secrets privilege based on reported judicial opinions, see, for example, Robert M. Ches-
ney, State Secrets and the Limits of National Security Litigation, 75 GEO. WASH. L. REV. 1249,
1249 (2007). See also Lucien J. Dhooge, The State Secrets Privilege and Corporate Complicity in
Extraordinary Rendition, 37 GA. J. INT'L & COMP. L. 469, 490 (2009) (“[I]nvocations have
increasingly sought dismissal of pending litigation rather than limitations upon discovery
or other methods by which to shield information from public disclosure.”); Stephanie A.
Fichera, Compromising Liberty for National Security: The Need to Rein in the Executive’s Use of the
State Secrets Privilege in Post—September 11 Litigation, 62 U. MIAMI L. REV. 625, 628-32 (2008)
(discussing the rise in invoking the state secrets privilege, particularly in recent cases in-
volving the War on Terror); Amanda Frost, Essay, The State Secrets Privilege and Separation of
Powers, 75 FORDHAM L. REV. 1931, 1938 (2007) (“For over two decades following Reynolds,
the executive rarely asserted the state secrets privilege . . .. But starting in 1977, the ex-
ecutive raised the privilege with greater frequency. Between 1953 and 1976, there were
only eleven reported cases addressing the privilege; between 1977 and 2001 there were
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fifty-nine reported cases.”); Meredith Fuchs, Judging Secrets: The Role Courts Should Play in
Preventing Unnecessary Secrecy, 58 ADMIN. L. REV. 131, 134-35 (2006) (“In the 23-year span
between the Supreme Court case that authorized use of the state secrets privilege in 1953
and 1976, the government litigated cases involving the privilege four times. In the 24
years between 1977 and 2001, courts were called to rule on the government’s invocation
of the privilege 51 times.”); Davida H. Isaacs & Robert M. Farley, Privilege-Wise and Patent
(and Trade Secret) Foolish? How the Courts’ Misapplication of the Military and State Secrets Privi-
lege Violates the Constitution and Endangers National Security, 24 BERKELEY TECH. L.J. 785, 810
(2009) (explaining the competing needs of ensuring national security and encouraging
inventors); Carrie Newton Lyons, The State Secrets Privilege: Expanding Its Scope Through
Government Misuse, 11 LEWIS & CLARK L. REV. 99, 132 (2007) (“[CJourts have altered the
privilege through their jurisprudence, grafting different standards of review, refashioning
the balancing test, and relating the privilege to the prima facie case.”).

Even authors who recognize that reported cases “represent a fraction of the total
cases where the privilege is invoked or implicated” go on to suggest that broad conclu-
sions can be drawn from the smaller sample of cases. ROBERT M. PALLITO & WILLIAM
G. WEAVER, PRESIDENTIAL SECRECY AND THE LAW 106 (2007). There are many student
notes and articles following this pattern. See J. Steven Gardner, Comment, The State
Secret Privilege Invoked in Civil Litigation: A Proposal for Statutory Relief, 29 WAKE FOREST
L. REV. 567, 583-85 (1994) (“During the past twenty years, an alarming phenomenon
has developed. The executive has invoked the state secret privilege much more fre-
quently; though the privilege was invoked only approximately five times between 1951
and 1970, it has been relied upon more than fifty times between 1971 and 1994. Fur-
thermore, the privilege has increased in breadth . .. .”); Daniel J. Huyck, Note, Fade to
Black: El-Masri v. United States Validates the Use of the State Secrets Privilege to Dismiss “Ex-
traordinary Rendition” Claims, 17 MINN. J. INT'L L. 435, 435-36 (2008) (“The state secrets
privilege is integral to the Justice Department’s post-9/11 counterterrorism litiga-
tion.”); Anthony Rapa, Note, When Secrecy Threatens Security: Edmonds v. Department of
Justice and a Proposal to Reform the State Secrets Privilege, 37 SETON HALL L. REV. 233, 235
n.14 (2006) (“The state secrets privilege has been invoked just over sixty times since
1953.”); Erin M. Stilp, Note, The Military and State-Secrets Privilege: The Quietly Expanding
Power, 55 CATH. U. L. REV. 831, 839-41 (2006) (“The use of the state-secrets privilege
has expanded in two ways: (1) the absolute number of cases involving invocation of
the state-secrets privilege by the government has increased; and (2) within the in-
creased number of state-secrets privilege cases, a larger percentage of those cases in-
volve dismissal of the entire case due to the claimed sensitive nature of the case.”
(footnote omitted) ); Holly Wells, Note, The State Secrets Privilege: Overuse Causing Unin-
tended Consequences, 50 ARIZ. L. REV. 967, 967 (2008) (“Bush’s Administration has
shown an increased trend towards secrecy and the denial of public access to informa-
tion.”); Christopher D. Yamaoka, Note, The State Secrets Privilege: What’s Wrong With It,
How It Got That Way, and How the Courts Can Fix It, 35 HASTINGS CONST. L.Q, 139, 144
(2007) (“In the area of state secrets cases, courts have become increasingly likely to
dismiss litigation before the merits.”); Margaret Ziegler, Note, Pay No Attention to the
Man Behind the Curtain: The Government’s Increased Use of the State Secrets Privilege to Con-
ceal Wrongdoing, 23 BERKELEY TECH. L.J. 691, 715 (2008) (“In recent years, the use of
the state secrets privilege has been expanding, both in frequency of use and in the
types of protection it provides.”).

Erroneous correlation between published judicial opinions and executive action
also appears in legal briefs. See, e.g., Motion for Leave to File Brief Amicus Curiae of the
Reporters Committee for Freedom of the Press at 2-3, United States v. Franklin, No.
05-0225 (E.D. Va. Oct. 12, 2005), 2005 WL 5912060 (“[T]he federal government used
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Second, the narrow focus on the outcome of published cases
sheds little light on how the doctrine operates—how it influences the
course of litigation, the range of cases in which it is used, or how par-
ties respond, such as by dropping suits early in the process in the face
of the threatened or actual invocation of the privilege.

Third, current scholarship provides a truncated view of how the
courts deal with assertion of the privilege. Omitted are the many cases
in which the court sidesteps the question altogether or dispenses of
the state secrets questions at an early stage in the litigation.” Absent,
too, are unreported and unpublished opinions (which constitute
around eighty percent of the appellate courts’ caseload),” as well as
sealed memoranda and opinions. The resultant lack of baseline anal-

the state secrets privilege to withhold information only four times between 1953 and
1976, but more than 23 times since 2001.”).

This mistaken interpretation has also worked its way into Congressional docu-
ments. See, e.g., S. REP. NO. 110-442, at 3 (“In recent years, the executive branch has
asserted the privilege more frequently and broadly than before, typically to seek dis-
missal of lawsuits at the pleadings stage.”).

" See, e.g., In re “Agent Orange” Prod. Liab. Litig., 101 F.R.D. 97, 98 (E.D.N.Y.
1984) (holding that assertion of the privilege was proper); see also Jabara v. Kelley, 75
F.R.D. 475, 479-80 (E.D. Mich. 1977) (disposing of state secrets claim as one of many
privileges asserted in discovery dispute). Early in the In re “Agent Orange” case, the gov-
ernment invoked the state secrets privilege; on February 11, 1983, a Special Master is-
sued recommended guidelines to handle the state secrets claim, which Judge George
C. Pratt subsequently adopted in full. See In re “Agent Orange” Prod. Liab. Litig., 97
FR.D. 427, 433 (E.D.N.Y. 1983) (pretrial order adopting in full the procedures out-
lined in the special master’s report). This case, however, does not treat the state se-
crets claim in the final, published opinion and so it is not included in compendia of
state secrets cases. See, e.g., Chesney, supra note 6, app. at 1315-32 (listing state secrets
cases, but notably leaving out In re “Agent Orange”).

* To some extent “unpublished” and “unreported” are synonymous, as both refer
to nonprecedential opinions. The former historically referred to opinions not in-
cluded in the main reporters. Gradually, both Westlaw and LexisNexis began includ-
ing unpublished opinions in their databases. Then in 2001, West Publishing intro-
duced a Federal Appendix in which the full text, along with headnotes, topics, and key
numbers of all unpublished opinions appeared. See Joseph L. Gerken, A Librarian’s
Guide to Unpublished Judicial Opinions, 96 LAW LIBR. J. 475, 475 (2004) (“For many years,
these opinions constituted a ‘hidden’ literature.”).

The exact status of nonprecedential opinions is of some doubt, particularly in
light of the Eighth Circuit’s holding that a judicial rule purporting to free the court
from the constraints of precedent is unconstitutional, exceeding the courts’ authority
under Article III in Anastasoff v. United States, 235 F.3d 1054, 1056 (8th Cir. 2000) (en
banc), vacating as moot on other grounds, 223 F.3d 898 (8th Cir. 2000). See also Michael
Hannon, A Closer Look at Unpublished Opinions in the United States Courts of Appeals, 3 J.
APP. PRAC. & PROCESS 199, 200 (2001) (“[T]he opinions of the United States courts of
appeals are a fundamentally important source of law.”). But see Hart v. Massanari, 266
F.3d 1155, 1180 (9th Cir. 2001) (holding as constitutional the Ninth Circuit’s rule ac-
cording precedential status to only selected decisions).
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ysis makes it difficult to conclude how the judiciary treats the privi-
lege, as well as what variation occurs between the circuits.

In addition to the narrow adherence to published judicial opi-
nions, state secrets research is marked by a lack of detailed historical
analysis. Modern state secrets doctrine is thus said to begin with Unit-
ed States v. Reynolds,’” a 1953 case in which the U.S. Supreme Court
formally recognized the doctrine following the crash of a B-29 bomb-
er. The Air Force successfully blocked the widows’ efforts to obtain
the accident report, on the ground that its release would threaten na-
tional security.” Without the report, the survivors could not establish
a prima facie case of negligence. Chief Justice Vinson wrote that re-
course to state secrets was not to be “lightly invoked,” but where for-
mally asserted by the head of a department with control over the mat-
ter, and where a “reasonable danger” to national security existed,
information could be withheld." It would be up to the court to ascer-
tain whether to inspect the information in question.

Very few of some thirty pieces written prior to 1953 discuss the his-
tory of state secrets in depth, and outside of a handful of important
exceptions, since Reynolds was decided there has been little historical
exposition of the privilege prior to 1953." This gap in scholarship has

’ 345 U.S. 1 (1953). This case created historical precedent in recognizing the
state secrets doctrine. Id. at 6-10. For a thoughtful and detailed exposition of this
case, see LOUIS FISHER, IN THE NAME OF NATIONAL SECURITY 258 (2006). See also
Chesney, supra note 6, at 1284-86 (describing the ways in which the Reynolds court re-
jected British precedent regarding state secrets); Fuchs, supra note 6, at 168 (“Had the
Supreme Court [in Reynolds] permitted the lower court to require an in camera review
of the accident investigation report, it would have enabled the court to ask the military
to explain its rationale.”); James Zagel, The State Secrets Privilege, 50 MINN. L. REV. 875,
882 (1966) (“Almost all cases follow the leading case, United States v. Reynolds, and use
conclusory phrases such as ‘military secrets,” ‘strategic information,” or ‘intelligence
value’ to describe privileged matter.” (footnotes omitted)).

" Reynolds v. United States, 192 F.2d 987, 990 (3d Cir. 1951), rev’d, 345 U.S. 1
(1953).

" See Reynolds, 345 U.S. at 7-10 (setting forth the reasonableness standard).

* Id. at 8.

" For important contributions to our understanding of the privilege prior to
1953, see FISHER, supra note 9, at 6-22, which describes the development of statutory
procedures to handle disputes against the government as they relate to state secrets).
See also MORTON H. HALPERIN & DANIEL HOFFMAN, FREEDOM VS. NATIONAL SECURITY
156-236 (1977) (discussing various secrecy provisions relating to matters of national
security); Chesney, supra note 6, at 1271-80 (explaining how the state secrets privilege
derived from “public interest” privileges in the Anglo-American common law); Zagel,
supra note 9, at 892 (discussing the executive privilege theory, deriving from English
law and constitutional principles); Jared Perkins, Note, The State Secrets Privilege and the
Abdication of Oversight, 21 BYU J. PUB. L. 235, 239 (2007) (explaining that “principles
justifying the state secrets doctrine” may have first been articulated in Marbury v. Madi-
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resulted in the proliferation of an Athena-like theory of state secrets:
in 1953 it sprung from Zeus’s forehead, with little or no previous arti-
culation. Thus, even the authors of some of the most important work
on the privilege, Professors Robert Pallitto and William Weaver, con-
clude that “[i]n the United States, before Reynolds, there is virtually no
history with the state secrets privilege.”"* This claim is wrong. Yet it
reverberates in the copious articles written on state secrets, where au-
thors frequently repeat the incantation: Marbury—Burr—Totten—
Reynolds, before focusing on the “modern era.””” This distorted view
of state secrets has crept its way into congressional reports and judicial
opinions.” The lack of detailed research risks more than just inaccu-
racy—it stunts our broader analysis, such as our ability to weigh Article
II versus common law assertions, our understanding of the courts’ his-
torical treatment of separation of powers, or the role of state secrets as
a justiciability doctrine versus an evidentiary rule.”” And it is emble-
matic of how little we really understand this doctrine.

son, 5 U.S. (1 Cranch) 137 (1803)); Ken Taymor, Note, The Military and State Secrets Pri-
vilege, 91 YALE L.J. 570, 571 (1982) (“[The] heritage in American jurisprudence [of the
state secrets privilege] can be traced to Aaron Burr’s trial for treason . ...”).

" Brief of Amici Curiae William G. Weaver and Robert M. Pallitto in Support of
Affirmance at 4, Hepting v. AT&T Corp., 539 F.3d 1157 (9th Cir. 2008) (Nos. 06-
17132, 06-17137) (citing William G. Weaver & Robert M. Pallitto, State Secrets and Execu-
tive Power, 120 POL. SCI. Q. 85, 92-97 (2005)). The same authors, in their book’s dis-
cussion of “The Origins of the State Secrets Privilege” in the United States, briefly dis-
cussed only a few of the early state secrets cases. See Totten v. United States, 92 U.S.
105 (1875); King v. United States, 112 F. 988 (5th Cir. 1902); District of Columbia v.
Bakersmith, 18 App. D.C. 574 (D.C. Cir. 1901); United States v. Burr, 25 F. Cas. 30
(C.C.D. Va. 1807); see also PALLITO & WEAVER, supra note 6, at 93-105 (discussing “The
Origin of the State Secrets Privilege,” including early state secrets cases).

1 See, e.g., Fichera, supra note 6, at 628-32 (discussing the historical origins of the
privilege and the consequences of its increased use in recent litigation); Emily Simp-
son, “Nothing Is So Oppressive As a Secret,” 80 TEMP. L. REV. 561, 563 (2007) (discussing
the privilege’s historic origin in Burrand Totten).

'* See, e.g., Ellsberg v. Mitchell, 709 F.2d 51, 56 (D.C. Cir. 1983) (suggesting that
the government had rarely invoked the state secrets privilege prior to World War II);
EDWARD C. LIU, CONG. RESEARCH SERV., R40603, THE STATE SECRETS PRIVILEGE AND
OTHER LIMITS ON LITIGATION INVOLVING CLASSIFIED INFORMATION 2 (2009) (focusing
solely on Reynolds as the origin of the state secrets doctrine).

17 Compare United States v. Nixon, 418 U.S. 683, 711 (1974) (“Nowhere in the
Constitution[] . . . is there any explicit reference to a privilege of confidentiality, yet to
the extent this interest relates to the effective discharge of a President’s powers, it is
constitutionally based.”), United States v. Marchetti, 466 F.2d 1309, 1315 (4th Cir.
1972) (“Gathering intelligence information and the other activities of the
[CIA] ... are all within the President’s constitutional responsibility for the security of
the Nation as the Chief Executive and as Commander in Chief of our Armed forces.”),
Rahman v. Chertoff, 244 F.R.D. 443, 454 (N.D. Ill. 2007) (explaining that the defen-
dants argued that the case is nonjusticiable because it falls under the political question
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Legal scholars highlight the difficulty of assembling more accurate
data on state secrets. The government has not previously kept any
master list detailing the cases in which state secrets have been in-
voked."™ Any effort to assemble one would have to rely on a variety of
approaches that would likely result in an unreliable data set.” Verifi-
cation of invocation and attribution to particular administrations
would require research-intensive docket searches.” And, even if a list
were to be assembled, quantitative comparisons year—to—year hold little
value as such litigation is deeply context-dependent.”

These commentators are correct that many of the relevant docu-
ments are difficult to obtain.”” When found, moreover, they are often

doctrine), rev’d, 530 F.3d 622 (7th Cir. 2008), vacated in part, No. 05-3761, 2010 WL
1335434 (N.D. Ill. Mar. 31, 2010), El-Masri v. Tenet, 437 F. Supp. 2d 530, 535 (E.D. Va.
2006) (“The state secrets privilege is an evidentiary privilege derived from the Presi-
dent’s constitutional authority over the conduct of this country’s diplomatic and mili-
tary affairs and therefore belongs exclusively to the Executive Branch.”), and Brief for
the United States as Amicus Curiae Supporting Respondent at 29-30, Mohawk Indus.,
Inc. v. Carpenter, 130 S. Ct. 599 (2009) (No. 08-0678), 2009 WL 2028902 (“The state-
secrets privilege, whose origins extend to early Anglo-American law, ‘performs a func-
tion of constitutional significance, because it allows the executive branch to protect in-
formation whose secrecy is necessary to its military and foreign-affairs responsibilities.””
(citing El-Masri v. United States, 479 F.3d 296, 303 (4th Cir. 2007), cert. denied, 552 U.S.
947 (2007))), with Reynolds, 345 U.S. at 10 (“It may be possible to satisfy the court, from
all the circumstances of the case, that there is a reasonable danger that compulsion of
the evidence will expose military matters which, in the interest of national security,
should not be divulged.”), and Kasza v. Browner, 133 F.3d 1159, 1165 (9th Cir. 1998)
(“The state secrets privilege is a common law evidentiary privilege that allows the gov-
ernment to deny discovery of military secrets.”).

" See Chesney, supra note 6, at 1301 (noting that the government does not keep a
“master list” of when the privilege has been invoked); Weaver & Pallitto, supra note 14,
at 111 (“[T]here appear to be no policy guidelines on the use of the privilege in any
major department or agency of the executive branch.”). This omission appears to have
been rectified by the Obama Administration. See Press Release, Dep’t of Justice, supra
note 5 (creating a State Secrets Review Committee and requiring “an internal evalua-
tion of the pending cases in which the privilege has been invoked”).

" See Chesney, supra note 6, at 1302 (“It makes little sense to compare the rate of
assertions of the privilege in such a year to an earlier year in which few or no such oc-
casions arose. . . . [TThere is little point in asking whether the government asserted the
privilege at an unusually high rate in any given year.”).

* Id. at 1301.

* Id. at 1301-02.

* See, e.g., Horn v. Huddle, 699 F. Supp. 2d 236 (D.D.C. 2010) (listing a “Motion
to Depose Former State Department IG Investigator by Richard A. Horn” as declassi-
fied on the docket, No. 94-1756, but still unavailable on PACER); Stahl v. Baxter
Healthcare Corp., No. 06-0865 (E.D. Mo. dismissed Jan. 29, 2009) (state secrets decla-
ration not available on PACER); Al-Turki v. F.B.I. Document Custodian, No. 06-01076,
2007 WL 3195129 (D. Colo. Oct. 26, 2007) (unable to access records via PACER);
Boone v. MVM, Inc., No. 05-02504, 2007 WL 549833 (D. Colo. Feb. 15, 2007) (docu-
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heavily redacted.” Docket searches are also research-intensive: 874
state secrets documents currently appear in Westlaw’s CourtEx-
press electronic docket retrieval service, and an additional 100 in Lex-
isNexis’s similar Courtlink service—neither of which contain complete
docket records from the past thirty years.”* More broadly, a search of
case holdings since 1790 returns some 700 cases in Westlaw and
another 670 cases in LexisNexis that refer to state secrets.” Specific
court records, such as those obtained from the U.S. Court of Federal
Claims (in which a significant number of state secrets cases arise),
augment these searches.” By supplementing the resulting documents
with citations in pleadings, motions, briefs, memorandum opinions,
judicial decisions, Headnote strings, legislative searches, and second-
ary source materials, enough material can be assembled to—at a min-
imum—call into question how well we really understand this privilege,
and more positively, to suggest some new hypotheses for how the state
secrets privilege operates.

The resulting research reveals that the shadow of state secrets casts
longer and broader than previously acknowledged: more than 400

ments not available via PACER); In re Grand Jury Subpoena Dated August 9, 2000, 218
F. Supp. 2d 544, 547, 549 (S.D.N.Y. 2002) (explaining that dates of filing and the state
secrets privilege invocation are unavailable via PACER because it was a sealed proceed-
ing); Int'l Action Ctr. v. United States, No. 01-0072, 2002 U.S. Dist. LEXIS 16874, at
*7-8 (D.D.C. Aug. 30, 2002) (confirming the state secrets privilege invocation, likely
between July and August 2002 when the government replied to plaintiff’s motion to
compel discovery, but there is no access to documents actually asserting the state se-
crets privilege via PACER).

* See, e.g., Rahman v. Chertoff, No. 05-3761, 2008 WL 4534407 (N.D. IIl Apr. 16,
2008) (showing that the amended memorandum opinion and order were redacted);
Mirage Systems, Inc.’s Memorandum of Points and Authorities in Opposition to St.
Clair’s Motion to Compel Production of Classified Documents at 5, 7-8, Eastman Ko-
dak Co. v. Speasl, No. 05-039164 (Cal. Super. Ct. Oct. 5, 2007), 2007 WL 5210219
(same); Complaint at 4-9, Doe v. CIA, No. 05-7939 (S.D.N.Y. Sept. 12, 2005) (exempli-
fying a heavily redacted document).

* Searches conducted by author in course of research.

¥ Searches conducted by author in course of research.

* The Federal Courts Improvement Act of 1982, Pub. L. No. 97-164, § 105(a), 96
Stat. 25, 26-28 (codified as amended at 28 U.S.C. § 171 (2006)), established the U.S.
Claims Court. This judicial body inherited most of the trial authority covered by the
Court of Claims, first created by Congress in 1855 to prevent a run on public money
through litigation. The Federal Courts Administration Act of 1992, Pub. L. No. 102-
572, § 902, 106 Stat. 4506, 4516 (codified as amended at 28 U.S.C. § 171), changed the
name to the U.S. Court of Federal Claims. The court focuses on suits brought against
the United States rooted in constitutional or statutory challenges, contractual disputes,
or damages related to actions other than torts. Appeals from this court go to the Court
of Appeals for the Federal Circuit.
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state secrets cases emerged in the aftermath of Reynolds.”” In hundreds
of additional cases, moreover, state secrets doctrine played a signifi-
cant role.

Careful examination of the period from 2001 to 2009 proves par-
ticularly illuminating. Hitherto, the intense academic and public de-
bate about the Bush Administration’s use of state secrets has centered
on some twenty opinions issued as of 2006, with further attention on a
handful of highly visible ongoing suits in which the outcome turned
on state secrets.” The central question has been whether the Admin-
istration quantitatively or qualitatively used the privilege differently
from its predecessors.

Setting aside for a moment our limited knowledge about what ac-
tually did come before, critiques and defenses have been made too
hastily, as much of the commentary came prior to the close of the

* These numbers are significantly different from those that currently mark both
scholarship and public discourse. See, e.g., ACLU OF MASS., RESTORING THE RULE OF
LAW SCORECARD: PRESIDENT OBAMA’S FIRST YEAR IN OFFICE 3 (2010), available at
http://aclum.org/scorecard/archive/obama_first_year.pdf (“The Bush Administra-
tion invoked ‘state secrets privilege’ 20 times in its first 6 years. The Obama Adminis-
tration has used it twice in its first 60 days.”); Chesney, supra note 6, at 1298 (citing da-
ta that estimates there were eighty-nine published opinions in state secrets cases from
1954 to 2006); Weaver & Pallitto, supra note 14, at 101, 109 (tallying fifty-five uses of
the privilege from between 1953 and 2001 and seven since 2001).

* See, e.g., Chesney, supra note 6, at 1301 (“The available data do suggest that the
privilege has continued to play an important role during the Bush administration, but it
does not support the conclusion that the Bush administration chooses to resort to the
privilege with greater frequency than prior administrations or in unprecedented substan-
tive contexts.”). Chesney goes on to list twenty published opinions from 2001 to 2006.
Id. app. at 1329-32; see also FISHER, supra note 9, at 245 (“The political climate after 9/11
has emboldened the government to assert state secrets in an increasing number of cas-
es.”); Frost, supra note 6, at 1935 (discussing “how the Bush Administration’s assertion of
the privilege differs from past practice”); Weaver & Pallitto, supra note 14, at 108 (“Presi-
dent George W. Bush’s administration seems even more committed to secrecy and main-
tenance of executive power than previous administrations . . ..”).

For prominent ongoing cases centered on rendition, see Mohamed v. Jeppesen
Dataplan, Inc., 563 F.3d 992 (9th Cir. 2009), rev’d, 563 F.3d 992 (9th Cir. 2009),
amended and superseded by 579 F.3d 949 (9th Cir. 2009), reh’g granted, 586 F.3d 1108 (9th
Cir. 2009), aff’d, 614 F.3d 1070 (9th Cir. 2010) (en banc); El-Masri v. United States,
479 F.3d 296 (4th Cir. 2007); and Arar v. Ashcroft, 414 F. Supp. 2d 250 (E.D.N.Y.
2006), vacated and superseded by 585 F.3d 559 (2d Cir. 2009) (en banc). For those cases
associated with the National Security Agency’s (NSA) warrantless wiretapping pro-
gram, see Hepting v. AT&T Corp., 539 F.3d 1157 (9th Cir. 2008); ACLU v. Nat'l Sec.
Agency, 493 F.3d 644 (6th Cir. 2007); Al-Haramain Islamic Found. v. U.S. Dep’t of
Treasury, 585 F. Supp. 2d 1233 (D. Or. 2008); and Ctr. for Constitutional Rights v.
Bush, No. 06-0313 (S.D.N.Y. filed Jan. 17, 2006).
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Administration.” These analyses ignored the time it takes for such
cases to work their way through the courts, attributing cases that arose
under previous administrations to the current government and ignor-
ing ongoing cases that had yet to be decided.” They omitted many
unpublished, unreported, and sealed cases, as well as suits voluntarily
dismissed. Missing too were cases in which either the government or
private actors threatened state secrets, but the executive refrained
from invoking it, or where the executive did invoke it, but the issue
did not work its way into the final judicial opinion.

In contrast, docket searches demonstrate that, from January 2001
to January 2009, the privilege played a significant role in the executive
branch’s national security litigation strategy. In one case, the Admin-
istration asserted the state secrets privilege some 245 times.” More to
the point, the government has invoked the state secrets privilege in
more than 100 cases, which is more than five times the number of cas-
es previously considered. And it is not just the executive branch that
benefitted from the privilege: in scores of additional cases, private in-
dustry claimed that the state secrets doctrine applied, with the expec-
tation that the federal government would later intervene to prevent
certain documents from being subject to discovery or to stop the suit
from moving forward. Beyond these, there are hundreds of cases on
which the shadow of the privilege fell.

This Article thus focuses on cases working their way through the
courts between 2001 and 2009. It begins with disputes related to gov-
ernment contractors, where the threatened and actual invocation of
the privilege appears in a broad range of grievances. Breach of con-
tract, patent disputes, trade secrets, fraud, and employment termina-
tion cases prove remarkable in their frequency, length, and range of
technologies involved. Wrongful death, personal injury, and negli-

* For similar critiques of the Obama Administration, see Steven D. Schwinn, The
State Secrets Privilege in the Post-9/11 Era, 30 PACE L. REV. 778 (2010). “[T]he Govern-
ment’s new position [of expanding the state secrets privilege], first under President
Bush and now under President Obama, marks an important and disturbing change in
how it considers and treats the privilege.” Id. at 779.

* Professor Chesney recognizes this problem and the consequent difficulty in
narrowing the scope for attribution. He explains that even if a list of state secrets cases
could be assembled, “difficult questions of political attribution arise. Particularly with
respect to cases identified by virtue of . . . circuit court opinions published in the first
or second year of a presidential administration, it may well be the case that the original
invocation of the privilege occurred under the prior administration.” Chesney, supra
note 6, at 1301.

! Int’l Action Ctr. v. United States, No. 010072, 2002 U.S. Dist. LEXIS 16874, at
*7 (D.D.C. Aug. 30, 2002).
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gence cases extend beyond product liability to include infrastructure
and services, as well as an emerging area perhaps best understood as
the conduct of war.

These corporate cases are distinguished by the tendency of com-
panies to claim that state secrets are at stake early in the dispute and
the subsequent role of the United States, if it chooses to become in-
volved and to invoke the privilege, as an intervenor. Close inspection
suggests a conservative executive branch that is more likely to step
forward when breach of contract, trade secrets, or patent disputes
present themselves, and unlikely—once it invokes the privilege—to
back down. Where the executive initially decides not to intervene and
invoke the privilege, the rapid expansion of the use of contractors ap-
pears to be giving birth to a new form of “graymail”: should the gov-
ernment initially refuse to support the corporation’s state secrets
claim, companies deeply embedded in the state may threaten to air
legally or politically damaging information.” Even when no overt
threat is made, the government may worry that certain information
will emerge during the course of the trial that would politically com-
promise the agency or individuals involved. In other cases, the gov-
ernment may be dependent upon a corporation for a key aspect of na-
tional defense, thus creating an incentive for the state to protect the
company from financial penalties associated with bad behavior.”

The Article next turns to the telecommunications cases that arose
from the warrantless wiretapping program of the National Security
Agency (NSA). More than fifty such suits emerged between 2006 and
2009, with the government acting variously as plaintiff, intervenor,
and defendant. Although many of these cases ultimately turned on
amendments to the Foreign Intelligence Surveillance Act (FISA),"
state secrets assertions grounded on a closely held executive branch
jurisprudence played a key role throughout. These cases shed light

* T use the term “graymail” differently here from the manner in which it was used
prior to the Classified Information Procedures Act (CIPA), 18 U.S.C. app. §§ 1-16
(2006). See infra text accompanying notes 682-85.

* To distinguish between claims by corporations in which state secrets will be im-
plicated (generally in the form of an affirmative defense) and the government’s actual
invocation of the privilege, I use the verb “claim” for the former and “invoke” for the
latter. Later in the Article, for cases where the government asserts the state secrets
privilege but does not formally invoke it, I similarly use the word “claim.” These terms,
of course, are to be distinguished from courts actually upholding the privilege itself.

o Foreign Intelligence Surveillance Act of 1978 Amendments Act of 2008, Pub. L.
No. 110-261, 122 Stat. 2436 (codified as amended in scattered sections of 18 and 50
U.S.C).
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on the parallel effect of state secrets, with similar treatment for suits in
which the privilege is never formally invoked. They also bring to the
fore the constitutional questions that accompany the privilege.

Following this discussion, the Article looks at disputes in which the
government defended the suit and invoked state secrets. These cases
stem from allegations of Fourth and Fifth Amendment violations, tor-
ture, environmental degradation, breach of espionage contracts, and
defamation.” Here, it appears that state secrets serve not just to pro-
tect national security interests, but also to mask officials’ unlawful be-
havior. As in the corporate cases and the telecommunications suits,
the executive does not change its course once it invokes the privilege.
Significant advantages, quite apart from the suppression of particular
documents or the dismissal of a suit altogether, accompany the asser-
tion of the privilege and affect motions, attorney-client communica-
tions, and control over discovery. The privilege may also give the gov-
ernment access to opposing counsel’s files, if and when the attorney
tries to withdraw from the case.

Despite Judge Learned Hand’s admonition in United States v. An-
dolschek that the government must choose either to prosecute or to
drop criminal charges,” the state secrets privilege has also played a
role in the criminal context and provides the basis for Part IV. Re-
markably, in two cases—quite apart from Chief Justice Vinson’s re-
quirement in Reynolds that the state secrets privilege be formally in-
voked—the executive did not even need to formally invoke the
privilege.” Instead, the court simply read into the case that the privi-
lege had been invoked and, therefore, applied.

Collectively, these cases underscore the importance of looking
more carefully at how the state secrets doctrine works in practice.”

” Immigration disputes are not included in this discussion. As there are prece-
dents for state secrets arising in this context, further research specifically focused on
the use of the privilege in immigration proceedings may be warranted. See, e.g., Yang v.
Reno, 157 F.R.D. 625, 632 (M.D. Pa. 1994) (explaining that the government moved for
a protective order limiting discovery based in part on state secrets); United States v.
Koreh, 144 F.R.D. 218, 222-24 (D.N.J. 1992) (holding that disclosure of documents re-
lating to the Soviet bloc’s alleged disinformation campaign against an Eastern Euro-
pean emigrant would threaten U.S. national security).

* United States v. Andolschek, 142 F.2d 503, 506 (2d Cir. 1944).

¥ See United States v. Stewart, 590 F.3d 93, 98 (2d Cir. 2009); United States v. Aref,
533 F.3d 72, 76 (2d Cir. 2008).

* This Article focuses on instances in which the U.S. state secrets doctrine has
been invoked. In the course of my research, I found dozens of further cases in which
corporations asserted foreign countries’ state secrets. See, e.g., City of Emeryville &
Emeryville Redevelopment Agency’s Opposition to Sherwin Williams’ Motion to En-
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They challenge the dominant paradigm, which tends to cabin state se-
crets as an evidentiary rule within executive privilege.” They suggest

force November 25, 2008 Court Order and for Judgment of Civil Contempt at 20, City
of Emeryville v. Elementis Pigments, Inc., No. 39-03719 (N.D. Cal. Mar. 19, 2009),
2009 WL 1248140 (distinguishing, on a motion opposing sanctions for bad faith, a case
in which a corporate arm of the Chinese government was sanctioned for failing to
comply with discovery and for asserting the state secrets privilege in an untimely fa-
shion) (citing Richmark Corp. v. Timber Falling Consultants, 959 F.2d 1468, 1471-79
(9th Cir. 1992); Verified Shareholder Derivative Complaint at 18, Knopf v. Semel, No.
08-04538 (N.D. Cal. July 30, 2008), 2008 WL 4066973 (arising out of Yahoo’s agree-
ment with China to enable China to monitor Internet activity, leading to the arrest of
two democracy advocates by China for allegedly divulging state secrets); Amec Inc.’s
Reply Brief in Support of Its Motion to Dismiss Applied’s First Amended Complaint at
11-12, Applied Materials, Inc. v. Advanced Micro-Fabrication Equip., Inc. China, 630 F.
Supp. 2d 1084 (N.D. Cal. 2008) (No. 07-05248), 2008 WL 1912916 (mentioning the
Chinese state secrets laws governing exports in arguing for a Chinese forum for the
litigation); Defendant Yahoo!, Inc.’s Opposition to Plaintiffs’ Motion to Initiate Initial
and Jurisdictional Discovery at 5 n.2, Xiaoning v. Yahoo!, Inc., No. 07-02151 (N.D. Cal.
Oct. 11, 2007), 2007 WL 4357951 (noting that pursuing discovery recommended by
plaintiffs would expose defendants to legal sanction for disclosing what the China con-
siders to be state secrets); Memorandum of Law of J.V. Trading (Glendale) Inc. and
Jeffrey Liu in Support of Motion (1) to Dispense with Jurisdictional Hearing, as Jianli-
bao Group Has Waived the Defense of Lack of Personal Jurisdiction Except for Alleged
Improper Service of Process, and (2) in the Alternative, to Compel Discovery on Juris-
dictional Issues at 15-16, JLB Holdings (HK) Co. v. Qishu, No. 03-600705 (N.Y. Sup. Ct.
Aug. 31, 2004), 2004 WL 3320503 (referring to the “Chinese State Secret Law” objec-
tion plaintiffs asserted twenty-eight times in their “General Objections” and separate
objections); Response of Trans Chemical Limited to CMC’s Objections and Emergency
Motion for Protective Order and Expedited Hearing, /n re Arbitration Between Trans
Chemical Ltd. & China Nat’l Mach. Imp. & Exp. Corp., 978 F. Supp. 266 (S.D. Tex.
1997) (No. 95-4114), 1997 WL 33832255 (discussing Chinese state secrets laws as used by
the respondent to argue that the discovery sought by the petitioner was illegal). In addi-
tion to China (to which the previous examples refer), my docket searches have unco-
vered that state secrets have been asserted with regard to the Gambia, Georgia, Iran, In-
donesia, Mexico, Nigeria, Peru, the Philippines, Russia, Switzerland, and Venezuela.

' See, e. g., Mauro Cappelletti & C.J. Golden, Jr., Crown Privilege and Executive Privi-
lege: A British Response to an American Controversy, 25 STAN. L. REV. 836, 841 (1973) (de-
tailing the role of English courts in balancing the executive interest in withholding
sensitive information against the interests of the litigants in the case); Paul A. Freund,
Foreword: On Presidential Privilege, 88 HARV. L. REV. 13, 20 (1974) (“A ... possible mean-
ing of executive privilege is...an exemption from a duty to produce testimony or
documents and a legal capacity to control the production of certain kinds of evidence
by others.”); Paul Hardin, III, Executive Privilege in the Federal Courts, 71 YALE L.J. 879,
879 (1962) (“In the eyes of the executive departments . .. of the United States Gov-
ernment . . . [t]he executive branch has uncontrolled discretion to withhold from the
courts anything whose disclosure would be inimical to the public interest or even, it
seems, to the best interest of the executive.” (footnote omitted)); Neil Kinkopf, Execu-
tive Privilege: The Clinton Administration in the Courts, 8 WM. & MARY BILL RTS. J. 631, 634
(2000) (“When the President asserts the privilege in a judicial proceeding, the courts
understand the battle line to be drawn between the President’s constitutional powers
and those of the Judiciary. This assumption, however, is a misunderstanding.”); Heidi
Kitrosser, Secrecy and Separated Powers: Executive Privilege Revisited, 92 IOWA L. REV. 489,
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in contrast that the doctrine has evolved to become a powerful litiga-
tion tool, wielded by both private and public actors. It has been used
to undermine contractual obligations and to pervert tort law, creating
a form of private indemnity for government contractors in a broad
range of areas. Patent law, contracts, trade secrets, employment law,
environmental law, and other substantive legal areas have similarly
been affected, even as the executive branch has gained significant and
unanticipated advantages over opponents in the course of litigation.
Ascertaining how the doctrine actually works is not, in itself, a norma-
tive enterprise. It thus falls to future articles to consider structural
and procedural devices to ensure that the manner in which the state
secrets privilege operates mirrors the purpose for which it was created.

I. GOVERNMENT CONTRACTORS AND STATE SECRETS

The increasingly intricate relationship between national defense,
private industry, and technology provides the framework for scores of

493 (2007) (concluding that the executive privilege is not constitutionally based and
the courts should order compliance with statutorily proper demands for information
from the executive); William W. Lentz, Executive Privilege to Withhold Information from
Congress:  Constitutional or Political Doctrine?, 42 UMKC L. REV. 374, 375 (1974) (“Li-
mited judicial participation in the development of the doctrine of executive privilege
has resulted in a doctrine molded by political expediency and by the distribution of
power between the President and Congress as much as by constitutional theory.”); Na-
thaniel L. Nathanson, Commentary, From Watergate to Marbury v. Madison: Some Reflec-
tions on Presidential Privilege in Current Historical Perspectives, 16 ARIZ. L. REV. 59, 73-77
(1974) (explaining the immediate effect of the presidential privilege on the Watergate
scandal, as well as the long-term effect of the privilege on the presidency and the sepa-
ration of powers); Mark J. Rozell, Executive Privilege Revived?: Secrecy and Conflict During
the Bush Presidency, 52 DUKE L.J. 403, 419-20 (2002) (arguing that the use of executive
power during President George W. Bush’s presidency deviated from its traditional use,
ultimately weakening it); Mark J. Rozell, Restoring Balance to the Debate over Executive Pri-
vilege: A Response to Berger, 8 WM. & MARY BILL RTS. J. 541, 550-55 (2000) (arguing that
executive privilege is a legitimate power under the Constitution); Jonathan Turley, Pa-
radise Lost: The Clinton Administration and the Erosion of Executive Privilege, 60 MD. L. REV.
205, 211 (2001) (emphasizing that executive privilege must be reformed to repair the
“damage to the presidency itself” in the wake of the Clinton scandal); John F. Dodge,
Jr., Recent Decision, 53 MICH. L. REV. 1178, 1188 (1955) (“[S]ome courts have given
such great weight to the executive request for secrecy as to almost nullify the effective-
ness of the judicial determination.”); Timothy V. Ramis, Comment, Executive Privileges:
What Are the Limits?, 54 OR. L. REV. 81, 90-96 (1975) (delineating the scope of executive
privilege and the various legal issues that arise when the privilege is claimed); Taymor,
supra note 13, at 583-89 (suggesting alternative means for the executive to protect state
secrets while minimizing the imposition on individual rights). But see JAMES E. BAKER,
IN THE COMMON DEFENSE 48-49 (2007) (arguing that state secrets is more than an evi-
dentiary rule within executive privilege and is an absolute privilege that can be used in
what might otherwise be a justiciable case).
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lawsuits that have arisen during the War on Terror. Somewhat surpri-
singly, very little attention has been paid to this litigation. Yet such
suits are hardly new. In the early twentieth century, the judiciary con-
fronted issues arising from government contractors’ construction of
weapons and military vessels. Thus, in addition to the more tradition-
al area of libel," cases like In re Grove, Pollen v. United States, and Pollen
v. Ford Instrument Co. alleged patent infringements and resulted in the
invocation of the state secrets privilege."

As technology advanced and the threat of the Cold War loomed,
the government sought new and more varied relationships with pri-
vate companies, driving national security deeper into the public do-
main. In 1950, National Security Council Report 68 became the blue-
print for U.S. strategy, calling for “a rapid and sustained build-up of
the political, economic, and military strength of the free world.”™ The
United States would need to draw on its industrial strength for suc-
cess. In his famous farewell address in January 1961, President Dwight
D. Eisenhower explained:

A vital element in keeping the peace is our military establishment. ...
This conjunction of an immense military establishment and a large arms
industry is new in the American experience. The total influence—
economic, political, even spiritual—is felt in every city, every statehouse,
every office of the federal government. We recognize the imperative
need for this development. Yet we must not fail to comprehend its grave
implications. Our toil, resources, and livelihood are all involved; so is
the very structure of our society . . . . Only an alert and knowledgeable ci-
tizenry can compel the proper meshing of the huge industrial and mili-

0 See, e.g., Pac-Atl. S.S. Co. v. United States, 175 F.2d 632 (4th Cir. 1949) (libel in
admiralty); Republic of China v. Nat'l Union Fire Ins. Co., 142 F. Supp. 551 (D. Md.
1956) (same); Cresmer v. United States, 9 F.R.D. 203 (E.D.N.Y. 1949) (libel against the
Navy under the Federal Tort Claims Act); Wunderly v. United States, 8 F.R.D. 356 (E.D.
Pa. 1948) (libel against the Armed Forces under the Federal Tort Claims Act); Anglo-
Saxon Petroleum Co. v. United States, 78 F. Supp. 62 (Mass. Dist. Ct. 1948) (libel in ad-
miralty); State ex rel. Kent v. United States, 1947 AM.C. 1336 (D. Md. 1947) (libel against
the Navy under the Public Vessels Act and Federal Tort Claims Act); The Wright, 2 F.
Supp. 43 (E.D.N.Y. 1932) (libel against the Navy in admiralty).

"' See In re Grove, 180 F. 62 (3d Cir. 1910) (patent infringement for torpedo
boats); Pollen v. United States, 85 Ct. Cl. 673 (1937) (patent infringement for gun
sightings components); Pollen v. Ford Instrument Co., 26 F. Supp. 583 (E.D.N.Y. 1939)
(same); see also United States v. Haugen, 58 F. Supp. 436, 438 (E.D. Wash. 1944) (“The
right of the Army to refuse to disclose confidential information, the secrecy of which it
deems necessary to national defense, is indisputable.”).

** NAT’L SEC. COUNCIL, NSC-68: A REPORT TO THE NATIONAL SECURITY COUNCIL BY
THE EXECUTIVE SECRETARY ON UNITED STATES OBJECTIVES AND PROGRAMS FOR NATIONAL
SECURITY 64 (1950), available at http://www.trumanlibrary.org/whistlestop/study_
collections/coldwar/documents/pdf/10-1.pdf.
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tary machinery of defense with our peace4f%ul methods and goals, so that
security and liberty may prosper together.

Many trends mark the evolution of the relationship between gov-
ernment and private corporations. Two are of particular importance
to state secrets considerations. First is the increasing formalization of
secrecy protections to control information.” Thus, in 1954, the
Commerce Department established the Office of Strategic Informa-
tion to work with companies to limit the dissemination of informa-
tion.” Simultaneously, the Department of Defense (DoD) issued a
regulation advising defense contractors to avoid publishing informa-
tion of “possible use” to enemy states.”” By 1960, these arrangements
had become formalized in a new system of classification specifically
targeted at industry.” Executive Order 10,865 provided for the classi-
fication of bidding on, negotiating, awarding, performing, or termi-
nating contracts with federal agencies, as well as for allowing private
actors to have access to classified information.” Subsequent orders
extended and defined the relationship between the executive and pri-
vate companies.” The end of the Cold War neither weakened public-
private relations nor diminished efforts to protect national security in-

* President Dwight D. Eisenhower, Farewell Address to the Nation (Jan. 17, 1961).

* The following discussion omits efforts to restrict media access to and coverage
of government activities.

** JAMES RUSSELL WIGGINS, FREEDOM OR SECRECY 102-03 (1964).

* Id. at 110.

‘" The broader twentieth-century development of the classification system falls
beyond the scope of this Article. Its development can be traced through past executive
orders. See Exec. Order No. 10,290, 3 C.F.R. 789 (1949-1953) (extending military clas-
sification to civilian departments and agencies for the first time and establishing four
classification categories); Exec. Order No. 10,501, 3 C.F.R. 979 (1949-1953), reprinted
as amended in 50 U.S.C. § 401 (1970) (revoking Exec. Order No. 10,290 and establish-
ing the Confidential, Secret, and Top Secret classifications in order to safeguard offi-
cial information); Exec. Order No. 11,652, 3 C.F.R. 678 (1971-1975), reprinted as
amended in 50 U.S.C. § 401 (Supp. III 1973) (creating new procedures for classification
and declassification of national security information and revoking Exec. Order No.
10,501); see also Developments in the Law—The National Security Interest and Civil Liberties,
85 HARv. L. REV. 1130, 1189-90 (1972) (discussing the classification of government
documents for national security purposes).

" Exec. Order No. 10,865, 3 C.F.R. 398 (1959-1963), reprinted as amended in 50
U.S.C. § 435 (2006).

“ See, e.g., Exec. Order No. 10,909, 26 Fed. Reg. 508 (Jan. 17, 1961) (defining and
amending Exec. Order 10,865); Exec. Order No. 11,382, 32 Fed. Reg. 16247 (Nov. 28,
1967) (changing all mentions of the Federal Aviation Agency to referencing the Depart-
ment of Transportation with regard to classified information); Exec. Order No. 12,038,
43 Fed. Reg. 4957 (Feb. 3, 1978) (transferring the functions of the Atomic Energy Com-
mission to the Department of Energy and the Nuclear Regulatory Commission).
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formation held by third parties. To the contrary, in 1993, the execu-
tive formally established a robust National Industry Security Program
to safeguard classified information released to contractors, licensees,
and grantees of the federal government.”

While these devices centered on public-private contractual rela-
tions, new legislation extended the executive’s ability to control non-
contractual entities to private actors that held information central to
national security. Following World War II, the Invention Secrecy Act
became the first peacetime measure to restrict private actors’ inven-
tions in the name of national security.” Between 1963 and 1979, the
annual number of secrecy orders placed on inventions derived from
government contracts hovered between 4100 and 5100.” During the
following decade, the total number of secrecy orders increased signifi-
cantly.” Since that time, the number of annual secrecy orders has ho-
vered around 5000 per year.”

Beyond secrecy orders, the Atomic Energy Act tethered nuclear
technologies to the national interest, classifying such discoveries from
birth.” Both benign and nefarious explanations for the increase in
secrets and secrecy orders abound. The numbers could be equally
tied to the growth of the bureaucratic state and the government’s
growing dependence on technology rather than attributing the in-
crease to information control. But, in the context of this Article, such

* See Exec. Order No. 12,829, 58 Fed. Reg. 3479 (Jan. 6, 1993), as amended by Ex-
ec. Order No. 12,885, 58 Fed. Reg. 65863 (Dec. 14, 1993).

°" Invention Secrecy Act of 1951, Pub. L. No. 82-256, 66 Stat. 3 (codified as
amended at 35 U.S.C. §§ 181-188).

*® See H.R. REP. NO. 96-1540, at 62 (1980) (“According to Patent Office records,
the number of secrecy orders climbed to 6,149 by December 31, 1958, dropped to
4,503 at the end of 1963, and rose to 5,092 at the end of 1967. On January 1, 1971,
there were 5,006 secrecy orders in force. The number declined to 4,887 at the begin-
ning of 1973, to 4,145 at the beginning of 1976, and to 4,109 at the outset of 1978.”).

 See Gary L. Hausken, The Value of a Secret: Compensation for Imposition of Secrecy
Orders Under the Invention Secrecy Act, 119 MIL. L. REV. 201, 202 n.10 (1988) (showing
3513 orders in effect in 1979); Letter from Robert Fawcett, Program Analyst, U.S. Pa-
tent & Trademark Office, to Steven Aftergood, Fed'n of Am. Scientists (Oct. 22, 2004),
available at http://www.fas.org/sgp/othergov/invention/stats.pdf (showing a total of
5556 orders in 1989).

** See LAURA K. DONOHUE, THE COST OF COUNTERTERRORISM 299 (2008) (track-
ing the number of secrecy orders since 1950); Letter from Robert Fawcett to Steven
Aftergood, supra note 53; Steven Aftergood, Invention Secrecy Activity, as Reported by the
Patent and Trademark Office, FED’N OF AM. SCIENTISTS, http://www.fas.org/sgp/
othergov/invention/stats.html (last visited Sept. 15, 2010).

* Atomic Energy Act of 1946, Pub. L. No. 79-585, § 10, 60 Stat. 755, 766-68 (codi-
fied as amended at 42 U.S.C. §§ 2161-2166 (2000)) (restricting the dispersal of data
relating to atomic energy use or technology).
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arguments are less important than the fact of the expansion, as these
and other executive orders and statutory devices became intimately
linked to state secrets assertions: when such devices are implicated in
suits, the state secrets privilege often attends.” The privilege has thus
become part of a broader framework through which the government
tries to limit its vulnerability.

A second trend deserving of notice is the increasingly complex rela-
tionship between private industry and the national security establish-
ment. In the context of state secrets, this relationship plays out in a few
important ways. For one, our understanding of national interest and
homeland security has expanded, involving a broader spectrum of
companies implicating national security concerns. Thus corporations
owning any part of the critical information infrastructure, such as bio-
tech firms with insight into biologically engineered diseases, high-
technolog