PROTECTING SURVIVORS’ RIGHT TO VOTE: WHY VOTER REGISTRATION
INFORMATION SHOULD NOT BE PUBLIC

By IDA ADIBI"

Every election cycle, some Americans are forced to choose between exercising
their right to vote and protecting their personal safety. In 2020, after going on a
seemingly lovely date, Gabrielle Perry began receiving alarming texts from her
date that included detailed personal information she had not shared with him — her
parents’ names and birthdays, the make and model of her car, and other
undisclosed details about herself.! The situation quickly escalated to stalking and
receiving death threats.? As it turned out, the man accessed all of this information
from public voter registration rolls.’

Unfortunately, Perry’s harrowing experience is far from unique. Our current
system of public voter rolls needlessly creates the potential for such abuse, and
these privacy concerns present survivors of abuse with significant obstacles to
safely casting their ballot. Some domestic violence survivors report deciding to
abstain from voting altogether in order to prevent their abusers from having
access to their personal information.* The outcomes of this policy may have
staggering effects on enfranchisement, as according to the National Coalition
Against Domestic Violence, 1-in-4 women and 1-in-9 men experience severe
intimate partner physical violence, sexual violence, and/or stalking.’

In order to eliminate these barriers, states should implement confidentiality laws
preventing the general public from accessing personal information from voter
files. Currently, Address Confidentiality Programs (ACPs) are the primary form
of protection for survivors of domestic abuse seeking to keep their information
private.® However, such programs are insufficient due to their underinclusive
eligibility standards, as well as overwhelming barriers to entry.’ Instead, there is a
pressing need to impose broader restriction on public access of personal voter
information in order to ensure privacy concerns do not serve as a form of voter
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suppression.® However, such reforms, either at the state or federal level, must be
carefully drafted and robustly implemented in order to address exploitable
loopholes that would allow for continued risk of abuse.’

L Address Confidentiality Programs (ACPs) and Their Shortcomings

In most states, basic voter registration information — name, address, party
affiliation — is available to the public.'? This presents serious privacy concerns,
particularly for survivors of domestic violence who cannot risk their abusers
having access to their address and other personal information.!! In an attempt to
ameliorate this problem, thirty-nine states have adopted some type of Address
Confidentiality Program (ACP), making these programs the most popular solution
to survivor’s privacy concerns.'?> ACPs provide survivors with a substitute
address for public purposes, typically a P.O. box, so that they can register to vote
without potentially endangering themselves and/or their families. '

However, these programs fall short of guaranteeing sufficient protection as the
eligibility standards for the exemptions vary and leave many uncovered.'* For
instance, Colorado is one of several states that requires ACP participants to
present evidence of their victimization and show they have moved within the past
90 days, or be planning to relocate, in order to qualify for the program.'> These
onerous requirements leave out many people who could benefit from such
confidentiality programs.'® Some survivors may not have documented evidence of
the abuse, such §as a protective order.!” Or others may have relocated several
months ago, but they are still hiding their address from their abuser and may need
to do so indefinitely.'® This structural under-inclusivity limits the effectiveness of
ACPs.

Furthermore, ACPs are largely inaccessible even to the populations they do cover.
First, these programs are not adequately publicized, and thus, do not sufficiently
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reach their intended audience.!® Instead, advocates have urged officials to partner
with domestic violence organizations in developing and implementing their
outreach programs.?’ As domestic violence groups interact closely with the
people who need these services, their help could be instrumental disseminating
information to survivors about the existence of ACPs and their benefits.?!

Second, enrolling in an ACP requires survivors to advocate for themselves, a
daunting task made more difficult by the many bureaucratic hurdles and
recalcitrant government officials.??> For example, as these programs are not highly
utilized, government employees often do not even know of their existence,
placing the burden on the impacted individual to educate the official on the other
side of the phone.?* One survivor professed she “worries that some women who
are facing the toughest battle of their lives in trying to escape an abusive situation
might not have the wherewithal to keep fighting and to keep asking for the next
supervisor.”?* Moreover, stringent application requirements, such as proof of
abuse or documentation of moving, are not only onerous, but also can potentially
retraumatize the victim as they are forced to prove their trauma to those charged
with protecting them.? In order to be truly accessible, the enrollment process
should be simple and approachable, with officials trained in trauma-informed
approaches.

Finally, ACPs only assist people who proactively seek their protection and are
eligible due to their past experiences.?® Their provisions do not provide any help
to someone who has not previously faced interpersonal violence, but may now be
at risk of future harm, as demonstrated by the date-gone-wrong scenario where an
abuser accessed the public records to stalk an unknowing victim.?” A guarantee of
protection only after the trauma has occurred is not sufficient. Instead,
information privacy protections should be extended ex ante to everyone since
abuse is a problem that could affect anyone at any time.

In addition, ACPs do not address the threat to the safety of survivors posed by
sensitive information on voter registration rolls other than home addresses. In
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many states, party affiliation and voter history are also public record.?® While the
secret ballot is universal in the United States, shielding the candidate whom you
voted for from the public record, it is still public which elections you voted in,
including in which party’s primary you chose to participate.?® This information
can be used to reveal a voter’s political choices, and in turn, leaving them
vulnerable to coercion by an abusive partner.>® The Center for American Progress
reports that “domestic abusers may threaten to restrict access to children, cut off
financial support, or intimidate survivors with physical or sexual abuse if they
vote or do not vote a specific way.”?! Removing party registration and voting
history from public internet access would make survivors much less susceptible to
this type of intimidation.

II. The Need for Comprehensive Reform

Given the myriad of lapses and gaps, as well as administrative hurdles, it is clear
ACP programs cannot protect voters from increased vulnerability to interpersonal
violence. In order to ensure no one is deterred from voting out of fear for their
safety — and to prevent future abuse — states should go beyond ACP programs and
pass legislation to restrict public access to personal information contained in voter
rolls.

The current public nature of voting information stems from a belief in promoting
transparency, combatting fraud, and the general presumption, reflected in open
records laws, that government information should be available to the public.*
While transparency is indeed valuable in many contexts, it is unclear how such
government accountability goals are furthered by allowing citizens’ access to
other peoples’ voter files.

The case for such legislative reform far outweighs its costs. Without such reforms,
disclosure of voter information is required by the National Voter Registration Act
(NVRA),*? and critically, cannot be not be bypassed at the discretion of a state
administrator.>* The enactment of a state law requiring safeguarding of sensitive
information, however, could modify those requirements. One federal court has
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already indicated a willingness to uphold such statutes preventing the disclosure
of personal information due to privacy concerns.>’

Some states have already adopted laws reflecting a more reasonable balancing of
privacy and transparency interests that can serve as a model legislation to protect
survivors from disenfranchisement.® In particular, Massachusetts has set an ideal
standard for protecting citizens’ privacy and safety.?’ In Massachusetts, names
and addresses of registered voters are not public information.*® Rather, this
information is only disseminated to entities that may reasonably need it, such as
political parties, candidates, and ballot question committees.*” In this way,
Massachusetts’ law strikes the right balance between the needs of certain parties
to access voter files in order to effectively campaign for public office and the
privacy interests of Massachusetts voters.

Alternatively, a federal law could set a national standard for disclosures of voter
information. For example, one scholar has argued Congress could pass a law
limiting access to voter registration information to political committees, non-
profits, and academic researchers.*’ Such a law would protect the privacy of
American voters and circumvent the need for waiting on each individual state
legislature to pass similar protections.*!

Whether at the state or federal level, however, it is critical that new legislation be
both effectively enforced and carefully drafted to avoid loopholes that may be
exploited to circumvent its purpose. For example, Massachusetts’ statutory
scheme, while comprehensive in theory, has proven imperfect in practice.
Members of the public can still access an individual’s voter file, including address
and party enrollment, by using the voter registration online lookup tool on the
Massachusetts Secretary of State’s website if they know the voter’s full name,
date of birth, and zip code.** The webpage features a warning to users the tool is
intended only for individual voters to determine their registration status and
attempts to access others’ information may be subject to criminal prosecution.*?
However, it is doubtful such a warning will be effective in guarding against
abusers. A more secure system would ideally involve a password protected login.
This requirement should be written into any future laws to prevent poor
implementation with glaring loopholes.
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I11. Conclusion

With ACPs proven to be an inadequate remedyi, it is evident that action must be
taken to protect the right to vote. Legislatures have a responsibility to respond to
these needs by passing stronger and more comprehensive protections to safeguard
voters’ personal information. Despite having the most pro-privacy voter
registration law of any state, Massachusetts’ shortcomings illustrate the drafting
precision that must go into protecting against the particular vulnerabilities of
abuse survivors in order to avert such easy circumvention of the law.
Nevertheless, whether at the state or federal level, viable models exist for
straightforward but thoughtful reform.



